
COURSE OVERVIEW 
This three-day course is designed 
to help people who either; work as 
security professionals and want to 
understand cloud security protections, 
misconfigurations and potential 
weaknesses, or cloud security 
architects who are responsible for 
designing secure cloud environments 
and want the skills necessary to 
assess their work and identify 
weaknesses in configurations. This 
course will also demonstrate some 
practical examples of known 
weaknesses in public cloud and walk 
through some common weaknesses. 
THE SKILLS YOU WILL LEARN 

• The core functions and
differences of the top three
cloud providers

• Examples and practical
demonstrations of “attacks
against the cloud

• Weaknesses and common
misconfigurations of cloud
services

• Best practices for securing cloud
• environments

Practical enumeration of public
weaknesses

KEY BENEFITS
This course will enable you to:

• Identify weaknesses in cloud
environments

• Help design more secure solutions
• Prevent unauthorised users gaining

access to public resources
• Gain the ability to identify

weaknesses before they become
vulnerabilities

WHO SHOULD ATTEND
Anyone with responsibility for, or 
an interest in, the security of cloud 
environments, including:

• Cloud architects
• System administrators
• Penetration testers

PREREQUISITES
An understanding of how public cloud 
works and general web architecture:

• Familiarity with general
networking and computing
concepts

• Command line and API usage
and concepts

• An understanding of
virtualisation, technologies
surrounding shared computing
resources and remote access
would also be beneficial.

WHAT QUALIFICATION 
WILL I RECEIVE?
Those delegates successfully passing 
the exam at the end of the course will 
be awarded PA Consulting's Certified 
Cloud Security Analyst (CCSA) 
qualification.

Adoption of public cloud 
services is now more 
popular than ever. This 
course will help you 
understand the common 
weakness across the three 
most popular public cloud 
providers as well 
as arm you with the skills 
necessary to audit a cloud 
environment against 
industry recognised best 
practises. This course 
mixes practical examples 
of misconfiguration with 
both manual and 
automated audit 
techniques. 
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1. Introduction
a. Introduction to the platforms
b.  Understanding access types

and access plains
c. Introduction the to platform

CLIʼs
d.  Installing and configuring the

CLI environment
e. Tools and their limitations

2. AWS Specific
a. IAM and User Security
b. Network Security
c. Resource Security
d. Common weaknesses and
attacks
e. Case study of AWS
weaknesses

3.  Azure Specific
a. RBAC
b. Network security
c. Resource security
d. Microsoft specific

weaknesses
e.  Common attacks and

weaknesses
f. Case study of Azure

weaknesses
4. Google Cloud Specific

a. Cloud IAM
b. Network security
c. Resource security
d. Google Cloud specific

details
e. Case study of GCP

weaknesses

COURSE OUTLINE

ETHICAL HACKING
Certified Cloud Security 
Analyst (CCSA)

CORE-LEVEL COURSE 

To find out if our cyber training is right for you, or to make a booking,  
call our education team on 01763 285 285 or email 
cybereducation@paconsulting.com

SYLLABUS

PA Consulting

Global Innovation & Technology Centre 

Back Lane, Melbourn  

Herts, SG8 6DP, United Kingdom

tel: +44(0) 1763 285285

email: cybereducation@paconsulting.com

www: cybereducation.paconsulting.com 

Duration: 3 daysCost: £1,950.00 +VAT




